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Formal Methods

What?
Tools to perform analyses on formal models of systems.

Why?

Obtain strong mathematical guarantees about various properties.

Examples?

Theorem provers, model checkers, static analyzers, symbolic interpreters, . ..
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THE ARMADILLO DEVICE
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The Armadillo-IoT G4 platform

( Armadillo )
__.__ Normal
Secure !
SE050 E

REE: Rich Execution Environment, CA: Client Application
TEE: Trusted Execution Environment, TA: Trusted Application, TF: Trusted Firmware
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1. Binding process

GlobalPlatform SCPo3

Establish an encrypted and MAC-authenticated channel over I*C

OP-TEE

Generate challenge ]

Generate keys
Verify cryptogram

SEos0
InitializeUpdate
>~ Generate challenge
H Generate keys
. Generate cryptogram
ExternalAuthenticate

Generate cryptogram

Verify cryptogram
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2. Deriving the Secure Storage Key GlobalPlatform TEE Internal Core API

Derive the secret key used for OP-TEE encrypted file operations

OP-TEE SEos0

tee_otp_get_hw_unique_key ()

F

L- -2 HUK

tee_otp_get_die_id()
ReadObject(UNIQUE_ID)

SSK = H(HUK, Chip_ID) LK---
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3. Executing Trusted Applications GlobalPlatform TEE Client API
CA REE OP-TEE TA
Run ] ]
Contexts )
InitializeContext
]
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3. Executing Trusted Applications GlobalPlatform TEE Client API
CA REE OP-TEE TA
Séssions)
Openfession
LoadTA

——————————— check signature

Entry
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3. Executing Trusted Applications GlobalPlatform TEE Client API
CA ‘ REE ‘ OP-TEE ‘ TA
Commands)
InvokeCommand -
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3. Executing Trusted Applications GlobalPlatform TEE Client API

CA REE OP-TEE TA

CloseBeéssion

FinalizeContext
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Verification of security properties

Security property: logical formula over traces (LTL-like)

1. The adversary never learns the HUK
2. The adversary never learns the Chip_ID

3. The adversary cannot impersonate the TEE when executing a TA
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CONCLUSION
o

Conclusion
Summary Discussion
e Extending the use of Tamarin to e Tamarin is a black-box

analyze LoT platforms as a whole e Higher-order for TA execution

e Case study: the Armadillo device e Tampering the memory

e General model for TEE-based

i e Compositionality
architectures
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