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FormalMethods

What?
Tools to perform analyses on formalmodels of systems.

Why?
Obtain strongmathematical guarantees about various properties.

Examples?
Theorem provers, model checkers, static analyzers, symbolic interpreters, . . .
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Use the Tamarin security protocol
verification tool to automatically
analyze the security of IoT systems.


ϕ = ∀ . . . ∃ . . .
ψ = ∀ . . .
Σ = ∃ . . .
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TheArmadillo-IoT G4 platform

Armadillo

i.MX

REE

CA

Linux

TEE

TA

OP-TEE

TF

SE050

Normal
Secure

I2C

REE: Rich Execution Environment, CA: Client Application
TEE: Trusted Execution Environment, TA: Trusted Application, TF: Trusted Firmware
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1. Binding process GlobalPlatform SCP03

Establish an encrypted andMAC-authenticated channel over I2C

OP-TEE SE050

InitializeUpdateGenerate challenge
Generate challenge
Generate keys
Generate cryptogram

ExternalAuthenticate

Generate keys
Verify cryptogram

Generate cryptogram Verify cryptogram
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2. Deriving the Secure Storage Key GlobalPlatformTEE Internal Core API

Derive the secret key used for OP-TEE encrypted file operations

OP-TEE SE050

tee_otp_get_hw_unique_key()

HUK

tee_otp_get_die_id()

ReadObject(UNIQUE_ID)

Chip_IDSSK = H(HUK,Chip_ID)
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3. Executing Trusted Applications GlobalPlatformTEEClient API
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Verification of security properties

Security property: logical formula over traces (LTL-like)

1. The adversary never learns the HUK

2. The adversary never learns the Chip_ID

3. The adversary cannot impersonate the TEE when executing a TA
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25 rules 8 properties 400 lines

15s – 150s
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Conclusion

Summary
• Extending the use of Tamarin to
analyze IoT platforms as a whole

• Case study: the Armadillo device

• General model for TEE-based
architectures

Discussion
• Tamarin is a black-box

• Higher-order for TA execution

• Tampering the memory

• Compositionality
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